INTRODUCTION
Wireless mesh network that offers low cost high bandwidth community wireless services.WMN consists of a set of stationary wireless router that form a multihop backbone and a set of mobile clients that communicate via the wireless backbone. Multicast routing protocols deliver data from a source to multiple destinations organized in a multicast group.Previous work primarily focused on maximizing throughput by selecting path based on metric that capture the quality of wireless links. ODMRP it is a mesh based protocol potential to be more attack resilient,Identify class of severe attacks in multicast protocols that exploit the use of high throughput. metrics, including local metric manipulation and global metric manipulation
In a typical high-throughput multicast protocol, nodes periodically send probes to their neighbors to measure the quality of their adjacent links. The path select the best metric. This assumption is difficult to guarantee in wireless networks that are vulnerable to attacks coming from both insiders and outsiders,if the attacks coming from insider node means its very effective. An aggressive path selection introduces new vulnerabilities and provides the attacker with an increased arsenal of attacks leading to unexpected consequencesAn aggressive path selection introduces new vulnerabilities and provides the attacker with an increased arsenal of attacks leading to unexpected consequences. For example, adversaries may manipulate the metrics in order to be selected on more paths and to draw more traffic, creating opportunities for attacks such as data dropping, mesh partitioning, or traffic analysis II.
RELATED WORK.
Attacks on routing protocols can target either the route establishment process or the data delivery process, or both. Ariadne [15] and SRP [6] propose to secure on-demand source routing protocols by using hopby-hop Authentication techniques to prevent malicious packet manipulations on the route discovery process ODSBR provides resilience to colluding Byzantine attacks by detecting malicious links based on an end-to-end acknowledgment-based feedback technique.
secure unicast or multicast routing considers routing protocols that use only basic routing metrics, such as hop count and latency. None of them consider routing protocols that incorporate high-throughput metrics, which have been shown to be critical for achieving high performance in wireless networks symmetric links, correct trust evaluation on nodes, ability to correctly determine link metrics despite of attacks. In addition, none of them consider attacks on the data delivery phase high performance and security as goals in multicast routing and considers attacks on both path establishment and data delivery phases .
Besides attacks on the routing layer, wireless networks are also subject to wireless-specific attacks, such as flood rushing and wormhole attacks Techniques to defend against wormhole attacks include Packet Leashes which restricts the maximum transmission distance by using time or location information, Truelink which uses MAC level acknowledgments to infer if a link exists or not between two nodes, and the work in , which relies on directional antennas III.
PROPOSED METHODOLOGY
Retransmission diversity is mainly used. This is eliminate the malicious node from our multicast routing. There will be chance to packet loss will occur before the detection. Intermediate node make use of special buffer and store sensitive data. If packet loss will occur means the intermediate node successfully receives the lost packets and retransmitted, i.e which should act as a relay node. We investigate and motivate the need for a simple form of node cooperation, also popularly referred to as retransmit diversity.
In mesh networks, one has control over the deployment of atleast some nodes in the network, which can serve as relay points for traffic for other nodes. Such nodes are limited in number for easier network management and can be assumed to be stationary. Hence, it is possible to conceive such "special" nodes to be vested with smart antennas capabilities to improve the overall network performance. Other applications would include digital battlefields envisioned by DARPA, zeroconfiguration community networks, etc.
In simple form of retransmit diversity may not necessarily provide performance improvement in homogeneous omni-directional networks if the relay does not have a better link gain to the destination than the source, and if the fading is fast and independent from one packet to another.
This has motivated researchers to consider more sophisticated forms of cooperation diversity such as distributed space-time codes, virtual MIMO, etc. in omni-directional networks. Such sophisticated approaches deliver good diversity gains at the cost of requiring synchronization, distributed code design, rate and/or power control amongst the cooperating nodes, which prevents their distributed implementation from being light weight. While such sophisticated approaches are warranted in omni-antenna networks, we show that even the simple form of retransmit diversity presented in the example above can provide significant performance improvement and hence has incentives to be exploited in heterogeneous smart antenna networks.
The transmitter continues to (re)transmit the packet on fading loss using its normal strategy of operation without any change for a maximum of F trials. If the link involves a smart node then the smart antenna gain on the link would contribute to reliability
The transmitter transmits using its normal strategy of operation. On experiencing a fading loss, if there is a neighbor within the communication pattern of both the transmitter and receiver, then that node can potentially receive the packet from the transmitter due to wireless broadcast advantage and hence relay the packet (on successful decoding) to the receiver. In any case, the number of retransmissions for the packet (including transmitter and relay) is bounded by F, after which the packet is dropped. In the absence of a relay, the operation is the same as that of non-cooperation Here, on a fading loss, the transmitter reduces its transmission rate to a low value which helps improve BER performance. Any available antenna gain on the link contributes to reliability as well. However, this increases the average SNR consumed per transmission and also the delay (which impacts throughput directly) although the number of re-trials required during correlated fading is reduced Attacks All the nodes in an network are categorized as friends, acquaintances or strangers based on their relationships with their neighboring nodes. During network initiation all nodes will be strangers to each other. A trust estimator is used in each node to evaluate the trust level of its neighboring nodes. The trust level is a function of various parameters like length of the association, ratio of the number of packets forwarded successfully by the neighbor to the total number of packets sent to that neighbor, ratio of number of packets received intact from the neighbor to the total number of received packets from that node, average time taken to respond to a route request etc. Accordingly, the neighbors are categorized into friends (most trusted), acquaintances (trusted) and strangers (not trusted). In an ad hoc network, the relationship of a node i to its neighbor node j can be any of the following types
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N1,N2-Friend node N3,N6Acquaintance N7,N5-Stranger (i) Node i is a stranger (S) to neighbor node j:
Node i have never sent/received messages to/from node j. Their trust levels will be very low. Any new node entering ad hoc network will be a stranger to all its neighbors. There are high chances of malicious behavior from stranger nodes.
(ii) Node i is an acquaintance (A) to neighbor node j:
Node i have sent/received few messages from node j. Their mutual trust level is neither too low nor too high to be reliable. The chances of malicious behavior will have to be observed. (iii) Node i is a friend (F) to neighbor node j:
Note i sent/received plenty of messages to/from node j. The trust levels between them are reasonably high. Probability of misbehaving nodes may be very less. The above relationships are computed by each node and a friendship table is maintained for the neighbours.
Neighbors Relationship
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To prevent RREQ flooding, the threshold level is set for the maximum number of RREQ packets a node can receive from its neighbors. To prevent DATA flooding, the intermediate node assigns a threshold value for the maximum number of data packets it can receive from its neighbors. If Xrs, Xra, Xrf be the RREQ flooding threshold for a stranger, acquaintance and friend node respectively, Xrf > Xra > Xrs. If Yrs, Yra, Yrf be the DATA flooding threshold for a stranger, acquaintance and friend node respectively then Yrf > Yra > Yrs. If the specified threshold level is reached, further RREQ packets from the initiating node are ignored and dropped.
Let X[i] denotes the number of packets delivered from neighboring node i, where 1 ≤ i ≤ n. Xrf, Xra and Xrs are the threshold values set for friends, acquaintances and strangers. Let Z[i] is a Boolean array to activate or stop the prevention algorithm. The algorithm for preventing RREQ flooding . The algorithm to prevent DATA flooding is similar to the algorithm flooding. The threshold values for DATA flooding can be set as per the requirements of the application software
In evaluate the performance of the Flooding Attack Prevention algorithm, WLAN throughput and delay in the network are considered. In the default setup, the nodes communicate using the AODV protocol which shows the degradation in throughput of the network and increased delay in the presence of malicious nodes. With the implementation of flooding attack prevention algorithm over AODV, the flooding attacks are constrained and this results in increased throughput and reduced delay IV.
RESULT
This section provides the results of Packet delivery ratio performance and packet drop performance and throughput performance using secure on demand multicast routing protocol 
3.THROUGHPUT PERFORMANCE:
All the nodes send the hello packet to its neighbor.our approach eliminate the malicious node from our multicast routing.packet loss will be occur.node 2(source) only retransmit the lost packet.In our approach node 24(intermediate node) make use a special buffer and store the sensitive data.if packet loss will be occur means node 24 successfully receive the lost packet and retransmitted throughput performance will be high . neighbour node identified the attacker node based on the trust level.and the neighbour node create one alarm meg and send the alarm meg all the node except the attacker node.so all the node identified the attacker node.so how much packet will be send that packet will be received in particular time and also the attacker do not perform any action in the network
V. CONCLUSION AND FUTURE WORK
The security implication of using high-throughput metrics in multicast protocols in wireless mesh networks. In particular, node identified metric manipulation attacks that can inflict significant damage on the network. The attacks not only have a direct impact on the multicast service, but also raise additional challenges in defending against them due to their metric poisoning effect. This paper overcome the challenges with our novel defence scheme, Rate Guard, that combines measurement-based attack de-taction and accusation-based reaction. Our defence also copes with transient network variations and malicious attempts to attack the network indirectly by exploiting the defense itself. This paper demonstrate through analysis and experiments that our defense is effective against the identified attacks, resilient to malicious exploitations, and imposes a small overhead
